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90%* of all cyber-
incidents can be

Human error – the main source of cyber-incidents

incidents can be

attributed to human 

error

Exploiting human weaknesses like inattention, 

ignorance or negligence is so much easier and 

cheaper than trying to fool sophisticated 

protection software
*Analysis of data breach reports filed with the

Information Commissioner’s Office (ICO)



People are the weakest link in corporate cybersecurity

52% of companies regard employees as the biggest 

threat to corporate cybersecurity * 60% of employees have confidential data on their corporate 

device (financial data, email database, etc.) **

*   Research: “The cost of a data breach”, Kaspersky, Spring 2018. 
** “Sorting out a Digital Clutter”. Kaspersky, 2019. 

30%
of employees admit that they share their work 

PC’s login and password details with 

colleagues ** 23% of organizations do not have any cybersecurity rules 

or policies in place for corporate data storage **



4Employees make mistakes. Organizations lose money…
Employee behavior is a major IT security risk, despite traditional awareness programs being in place:

$1,195,000 $116,000
more than  

$1,7Bln52%$1,195,000
per enterprise organization

The average financial impact

of a data breach caused by 

inappropriate IT resource use

by employees*

$116,000
per SMB 

The average financial impact

of a data breach caused by 

inappropriate IT resource

use by employees*

$1,7Bln
global financial losses

Resulted from business email 

compromise complaints***

52%
of  enterprise organizations

Experienced cybersecurity 

incident as a result of 

inappropriate IT recourse use by 

employees 

(50% of  SMB)**

*    Report: “On the Money: Growing IT Security Budgets to Protect Digital Transformation Initiatives . Kaspersky Lab, 2019  

**   Report: “IT security economics in 2019’, Kaspersky

*** FBI  “2019 Internet Crime Report”
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Engaging 
security education

for organizations of any 
security education

for organizations of any 
size 



• Pre-determined 
learning efficiency 

employees

Learning made easy for SMB/ENT: Learn
online or on mobile

www.asap.kaspersky.com/ro

learning efficiency 
for employees

• Time-saving program 
administration for 
companies

• Romanian

Instant free trial at: 
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Our role in the global IT security community
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Our role in the global IT security community
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Our role in the global IT security community



10

Engagement/

Kaspersky learning approach & security awareness offering

Our approach is to build a continuous learning cycle – as sustainable change in behavior 

is only possible over time and including multiple components

Continuous learning cycle

Engagement/

motivation
Learning ReinforcementStarting point

— Am I aware? 

— What do I know 

and where are 

the gaps?

— Micro learning

— Continuous 

learning

— Adaptivity

— Did I get it right? 

— Do I remember this? 

— Do I act accordingly? 

— Why do I need 

this?

— Cognition

Try
challenge yourself

Learn
online or on mobile

Live 
your life with new skills



Notifications are part of internal communications

Weekly 

reminders
Admin’s reports Invitations Certificates

ASAP saves hours of administrative work



Empower “first line of 

defense” in the cyber 
incident response

Decrease the number 

Learning made insightful for IT teams: 

Cybersecurity for IT Online (CITO)
Learn
online or on mobile

Security Awareness Online Training 

for IT generalists (IT support, service desks, etc.)

Decrease the number 

of incidents caused by 
misconfiguration mistakes

Develop the critical 

thinking for IT teams on 
cybersecurity
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Malicious Software

Verification of the existence or 

absence of an incident related to 

malware.

Cybersecurity for IT Online: 4 modules, ~ 30 practical exercises; Cloud or On-premise 

Potentially Unwanted 

Programs

Working with system event monitors 

and sandboxes. Using statistical 

engines (virustotal). Removing PuPs.

#Processhacker, #Autoruns, #Fiddler, 

#GMER

Phishing Incident Response

Phishing emails lookup. Verification 

of an incident related to phishing. 

OSINT

#ExchangeComplianceSearch , #Robtex, 

#Whois, #GoogleDorks

#ProcessMonitor, #Cuckoo, #Virustotal

Investigation Basics

Incident localization, data collection, 

collecting digital evidence, log and 

timeline analysis.

#EventLogExplorer, #Autopsy, #FTK-

Imager 



NIS2 Directive   (Network  and Information Security) 
is the EU-wide legislation on cybersecurity. It provides legal

measures to boost the overall level of cybersecurity in the EU.

In 2016, the EU adopted the NIS Directive.
On 27.12.2022, the EU is deepening this framework, represented by the new Cybersecurity 
Directive, the so-called NIS2Directive, the so-called NIS2

The transposition deadline (i.e. the deadline for Member States to transpose the current 
Directive into national law) is set to 16 October 2024

Article 20, mandatory training of senior management and greater management responsibility for ensuring 
cyber security in the organization;

It applies to all members of the governing bodies of obliged persons and must receive training to provide 

them with sufficient knowledge and skills to identify risks and assess cyber security risk management 

practices and their impact on the services provided.



Stay aware. Stay safe.
Bogdan.Albu@kaspersky.com

www.kaspersky.com/awareness
www.k-asap.com/ro


