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Human error — the main source of cyber-incidents

90%* of all cyber-
incidents can be
attributed to human
error

Exploiting human weaknesses like inattention,
ignorance or negligence is so much easier and
cheaper than trying to fool sophisticated
protection software

*Analysis of data breach reports filed with the
Information Commissioner’s Office (ICO)



People are the weakest link in corporate cybersecurity

520/ of companies regard employees as the biggest 60 0/ of employees have confidential data on their corporate
o threat to corporate cybersecurity * o

device (financial data, email database, etc.) **

of employees admit that they share their work

3 O O/ PC’s login and password details with 23 O/ of organizations do not have any cybersecurity rules
o colleagues ** o or policies in place for corporate data storage **

* Research: “The cost of a data breach”, Kaspersky, Spring 2078.
** “Sorting out a Digital Clutter’. Kaspersky, 2075.



Employees make mistakes. Organizations lose money...

Employee behavior is a major IT security risk, despite traditional awareness programs being in place:
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$1,195,000 $116,000 92%

per enterprise organization per SMB of enterprise organizations
The average financial impact The average financial impact Experienced cybersecurity
of a data breach caused by of a data breach caused by incident as a result of
inappropriate IT resource use inappropriate IT resource inappropriate IT recourse use by
by employees* use by employees* employees

(50% of SMB)**

* Report: “On the Money: Growing IT Security Budgets to Protect Digital Transformation Initiatives . Kaspersky Lab, 2019
** Report: “IT security economics in 2019’, Kaspersky
*** EBI “2019 Internet Crime Report”

more than

$1,7BIn

global financial losses

Resulted from business email
compromise complaints***






Learning made easy for SMB/ENT:

Learn

online or on mobile
Kaspersky

Automated Security
Awareness Platform

lkaspersky
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for employees

Un instrument online usor de administrat. care dezvolta
abilitatile de securitate cibernetica a angajatilor, de la un

nivel lawaltul

Platforma automatizata de constientizare a securitatii 7 o Ti m e — S a Vi n g p rog ra m

Kaspersky (ASAP) este creata de experti de varfin

domeniul securitétii cibernetice, pentru a va proteja 1 : a d m i n i St rat i o n fo r

afacerea

Lansati programul dvs. de constientizare online in doar c o m p a n i e s
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Lesson plan

Email: Beginner

Email is & crucial tool, and everyone uses it. But evenwith & corperate email
Test | take to skip theory, N sccount, people stil use their personal email to send and receive work files,
discuss work-related issues, and even access corporate resourcas (espacially it

employees work frem home).
Emall Test Simulated

reinforcement phishing attack But your email account is also the key to most other online resources, and

PP SPSPAPAP @ @ ©° ©° o Unit passed cybercriminals know this. They use all sorts of methods to gain access to email

accounts, such as stealing passwords using malware, or tricking the account

Lessons passed

in 4 days in 3 days in 3 days

owner into giving their password away. As an example of how widespread these
practices are, just check out the 2015 hack of ClA Director John Brennan's email

Lesson account.

What does your company gain when employees study this topic?
» Email account danger
» Reduced risk of corporate emall hacks

» Reduced potential loss of confidential data by employees
= Decreased nsk of corporate network malware infections

s What you should do if your email is hacked
s Whatto lock out forwhen asked to enter your email pasaword
« What kinds of data shouldn't be sent via email
« Dangerous emails and how to spotthem
The lesson also teaches sbout

#Passwords #Phishing #0angerous messages #Bank cards
Email Reinforcement

o~
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Kaspersky learning approach & security awareness offering 10

Our approach is to build a continuous learning cycle — as sustainable change in behavior
is only possible over time and including multiple components

Continuous learning cycle

— Why do | need — Amlaware? — Micro learning — Did | get it right?
this? — What do | know — Continuous — Do | remember this?
— Cognition and where are learning — Dol act accordingly?
the gaps? — Adaptivity
Try Learn Live

challenge yourself online or on mobile your life with new skills



Notifications are part of internal communications

ASAP saves hours of administrative work

Weekly
reminders

Your weeky report on program The Basics of Cybersecurty”

Grestings, Mol
This emai contains your weskly reporton the training,

Planned compietion date

05.11.2019

Estmated completion date: 17.01.2020

@ Delay

Inorder o sudy ata comfortabe pace and o complte.
the program on ime, we recommend studying regulary
‘completing incomplete lessons, and procesding o the.
nextunts ithout wating fo an nvitation email

Below are the racommendations for the modules ofthe program.
Itroduction: Beginner

Emait Beginner

© Expct the email notfcaton aboutthe avallabiiy of
the test withn a few days and immediately take t.

and kesp studying st the schedued pace.

Goto raiing

Admin’s reports

Status: training report on the program The Basics of Cybersecurity

This email contains a regular report on Status employees’ training in the
program The Basics of Cybersecurity. It includes key indicators, a link to
the ful iraining report. and a link to recommendations for further work
with different employee groups, depending on their current training

Anesd of
schetule
Going well
Befind
schetule
‘Sigréficantly
behind
schedule
Can not fnisn
ontme

ol

Hello, NFR Account!

results.

Key indicalors:
Recommendaticn
‘Thank e, See Recommendations.

Provise atitional motvaton to continue training. See
commendations.

Pemaps you nes to take acvantage of sdditonal
orpanizationsl messures 13 engage your employees n
training. See Recommendations.

View fulltraining report

Welcome to the education program

Dear Kity,

NFR Account (elena-mg:nfr@yandex.ru) has added you (elen:
mgzkitty@ya.ru) to the list of students enrolled in the education program "The
Basics of Cybersecurity", run by Locomotive:

To start leaming, go to your student portal, and confirm your agreement

to learn.
We will also ask you to accept the education program privacy policy.

RT LEARNING

Ifyou think you got this message by mistake, please report it o glena-
mg*nfr@yandex ru

If you have any questions related to the course, please don't hesitate to ask
elena-mg+nfr@yandex.ru

Stay Awarel

Certificates

kaspersky

Certificate

Le présent certificat d'achévement du module
«E-mail : Débutant» confirme que

Bonaparte Napoleon

ala suite de sa formation réussie au
programme «Les principes fondamentaux de la
cybersécurité», est capable de mettre en
application des techniques permettant dutiliser
les messageries électroniques personnelles et
i en toute sécurité,

en créant des mots de passe complexes et en
contrant efficacement la fraude sur Internet.

26/08/2019

Les principes de base de la cybersécurité
://k-asap.eu



Learning made insightful for IT teams:
Cybersecurity for IT Online (CITO)

«HEEENEE0ON

Security Awareness Online Training
for IT generalists (IT support, service desks, etc.)

Learn

online or on mobile

Empower “first line of
defense” in the cyber
incident response

Decrease the number
of incidents caused by
misconfiguration mistakes

Develop the critical
thinking for IT teams on
cybersecurity
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Malicious Software

Verification of the existence or
absence of an incident related to
malware.

N\

~
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#Processhacker, #Autoruns, #Fiddler,
#GMER

s

Phishing Incident Response

Phishing emails lookup. Verification
of an incident related to phishing.
OSINT

-

~

Cybersecurity for IT Online: 4 modules, ~ 30 practical exercises; Cloud or On-premise

4 )

Potentially Unwanted
Programs

Working with system event monitors
and sandboxes. Using statistical

engines (virustotal). Removing PuPs.J

-

#ProcessMonitor, #Cuckoo, #Virustotal

4 )

Investigation Basics

Incident localization, data collection,
collecting digital evidence, log and
timeline analysis.

/

#ExchangeComplianceSearch, #Robtex,
#Whois, #GoogleDorks

N /

#EventLogExplorer, #Autopsy, #FTK-
Imager

13



-

NIS2 Directive (Network and Information Security)
IS the EU-wide legislation on cybersecurity. It provides legal

measures to boost the overall level of cybersecurity in the EU.

In 2016, the EU adopted the NIS Directive.
On 27.12.2022, the EU is deepening this framework, represented by the new Cybersecurity

Directive, the so-called NIS2

The transposition deadline (i.e. the deadline for Member States to transpose the current
Directive into national law) is set to 16 October 2024

Article 20, mandatory training of senior management and greater management responsibility for ensuring

cyber security in the organization;

It applies to allmembers of the governing bodies of obliged persons and must receive training to provide
them with sufficient knowledge and skills to identify risks and assess cyber security risk management
practices and their impact on the services provided.
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Stay aware. Stay safe.

Bogdan.Albu@kaspersky.com

www.kaspersky.com/awareness
www.k-asap.com/ro




